
Cyber Insurance 
Deep Dive: Best 
Practices and 
Q&A

• Brian Mahon
• Certified Insurance Counselor
• Cyber COPE Insurance Certification
• 302.275.4591 bmahon@ehdinsurance.com

mailto:bmahon@ehdinsurance.com


Agenda

1.  CYBER THREAT LANDSCAPE
2.  CYBER INSURANCE 101
3.  BEST PRACTICES
4.  Q&A



CYBER THREAT 
LANDSCAPE



Cyber Threat Landscape (Who)

• APT
• Organized Crime
• Industrial Spies
• Hackers

• Script Kiddies
• Worm/Virus Writers
• Black & White Hat

• Hacktivists
• Insiders

TYPES OF BAD ACTORS



Cyber Threat 
Landscape (Why)



Phishing
• $150 avg cost per record

• 75% Organizations
• 96% Email Based

Ransomware
• ¼ Victims Pay
• 11s – How Often in 2021
• 51% of Surveyed Business 
• $178K Avg Ransom

DDOS Attack
• 150% Increase in 2020
• $120K - $2M Costs
• 106 Per Day Average
• 16 DDoS a minute

Insider 
Threat
• 62% Negligent Insiders
• 43% of Reported Security 

Incidents
• $775,800 Costs 

Funds Transfer
• W-2 Fraud
• 815% Increase in 1.5 Y
• $8.3M reported 1/2018
   – 6/2019

Cyber Threat Landscape  (How)





2023 FBI Cyber Crime Report



Industry 
Spotlight:
Healthcare

UNIQUE EXPOSURES
• PHI
• EMR SYSTEMS
• IOT MEDICAL DEVICES
• PAYMENT PROCESSING
• TELEMEDICINE
• END OF LIFE 

HARDWARE/SOFTWARE
• PATIENT PORTALS
• BIOMETRIC DATA

IBM Security, Cost of a Data Breach Report 2023 



Industry 
Spotlight:
Non-Profit

UNIQUE EXPOSURES
• SOCIAL MEDIA
• DMS
• ONLINE FUNDRAISING
• PII (DONORS, BOARD MEMBERS  & 

VOLUNTEERS)
• CASE MANAGEMENT
• GRANT APPLICATIONS

IBM Security, Cost of a Data Breach Report 2023 



Industry 
Spotlight:
Public 
Entity

UNIQUE EXPOSURES
• TAX PAYER DATA (PFI, PII, PHI)

• CLASSIFIED DOCUMENTS

• LIMITED  TECHNOLOGY/IT SECURITY BUDGET

• APT/HACKTIVIST TARGETS

• INSIDER THREAT

Chubb Cyber Risk Index



Ransomware Activity by Industry

Risk Placement Services, Inc.'s 2024 Cyber Market Outlook 



Increased Privacy Laws = Increased Need for Cyber Insurance

https://iapp.org/media/images/resource_center/State_Comp_Privacy_Law_Map.png

https://iapp.org/media/images/resource_center/State_Comp_Privacy_Law_Map.png


Cyber Threat Landscape

• Applies to:  Any state agency, 
political org, individual or 
business in PA that maintains, 
stores, or manages computerized 
PI data of PA residents

• PI includes: first & last name in 
combo with SS#, DL#,DL, 
bank/credit/debit card numbers in 
combo with credentials

• Obligated to Notify

• Fines Calculated: $1,000 X 
• [# of individuals who should have 

been notified] 

PA BREACH OF PERSONAL INFORMATION NOTIFICATION ACT



Generative AI & Cyber Security

3.4M Talent Gap for Skilled Cybersecurity Professional



Chubb Cyber Index

Global Cyber Incident Growth 

https://chubbcyberindex.com/


CYBER INSURANCE 
101



What is Cyber Insurance?

POST-BREACH 
V.S. 

PRE-BREACH



Cyber Liability Terminology 
STRUCTURE



Cyber Liability Terminology 
FIRST PARTY



Cyber Liability Terminology 
THIRD PARTY



Cyber Liability Terminology 
CYBER CRIME



Pre Incident Service Providers



Post Incident Service Providers



2024 Q1 Update
State of the Cyber Insurance Market

▲

■

▼
▲

▼
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Coverage

Losses

■ Retentions

Pricing



2024 Cyber Insurance Premium Outlook



2024 Cyber Insurance Coverage Updates

1. Cyber Crime (Phishing/Funds 
Transfer Fraud)

2. Ransomware/Extortion
3. Neglected Software
4. Bricking/Hardware 

Replacement/Betterment
5. Crypto-Jacking

NOT ALL CYBER POLICIES CREATE EQUAL
What is this? Option 1 Carrier Option 2 Carrier Option 3 Carrier Notes

Policy Aggregate Limit The maximum the policy will pay in a given period
           Deductible The ammount the named insured pays in the event of a 

claim to activate policy limits
Co-Insurance Percentage of a Covered loss that is paid by carrier (The 

higher the percentage, the more a covered loss will be paid) Typically there is no co-insurance but 
some carriers introducing it, for instance 
Chubb is adding a sublimit, retention and 
co-insurance to Ransomware Encounters

Waiting Period How long the insured must wait for coverage to trigger 
(The shorter the better) measured in hours 8 10 12 24 48

Annual Estimated Policy Premium The Annual Estimated Cost of the Policy
Defense Costs Limits Are legal claim defense costs included within the policy limit, 

outside, or sublimited
Cyber Crime Coverage Pays for any claims resulting from electronic funds trasnfer, 

impersonation,  phishing, social engineering or electronic 
identity fruad

Typically sublimited to ZERO, $100,000 or 
$250,000 on a $1M cyber liability policy - 
high frequency of claims

AM Best Financial Strength Guide rated from A++ to D 
Admitted or Non Admitted Admitted is backed by a state guranttee fund, non admitted 

carriers are not.  
Coverage Trigger Policies are written on one of the following to determine 

what policy period triggers coverage :  (Occurrence, Claims 
Made, or Claims Made & Reported)

1st Party Security Breach 
Expense/Privacy Notification Expense

Typically includes the costs to notify affected parties, 
investigate cause of breach, may provide indeity theft 
protection or credit monitoring

1st Party Business Income & Extra 
Expense

Pays for loss due to an intteruption to the named insureds 
computer system resulting from a cyber-related event

1St Party Contingent Business 
Interruption/dependent entity

Pays for loss due to an intterruption to the named insured's 
key supplier or other depdent parties' computer system 
resulting from a cyber-related event

1St Party Extortion Threat, Ransom 
Payment or Rewards Payment

Pays for loss due to an extortion threat. Extortion threat is 
where a busineess's computer system is being held hostage, 
typically with a message demanding payment in exchange 
for system restoration

very high frequency of claims, ton of 
carrier carveback

1st Party Public Relations/Reputational 
Harm/Crisis Management Expense

Pays for cost of a PR firm to protect/restore  named insured's 
reputation tdue to negative publicity resulting from a cyber 
event

1st Party Replacement/Restoration of 
Electronic Data/Cyber Vandalism

Typically pays for the cost to replace or restore the named 
insured's elctronic data which has been destoryed or 
corrupted as a result of a cyber event bricking sublimits

3rd Party Privacy Liability Pays for claims from a third party in the event of a release of 
non-public infromation in violation of a person's right to 
privacy, often Personal Financial Information, Protected 
health Information or Personally Identifiable information

3rd party Content/Web Publishing/Multi-
Media Liability

typically provides broader "digital coverage" for Personal 
Advertising Injury Liability, which  covers 3rd party claims of 
Infringement or violation of another's copyright, title, slogan, 
trademark, trade name, trade dress, service mark, or service 
name, unathorized use of images or music, disparagment, 
defamation, libel, slander, and wronful imprisonment or 
detainemnt

3rd Pary Security Breach 
Liability/Information Security/Network 
Breach Liability

Pays for claims resulting from 3rd party liability resulting 
from responsibility of a virus, security breach, or transmittal 
of mallicious code. difficult to prove

3RD PARTY

1ST PARTY

CYBER LIMITS

Company Name
Tech E&O/Cyber Insurance Comparison Checklist

Policy Term


Sheet1

		Company Name

		Tech E&O/Cyber Insurance Comparison Checklist

		Policy Term



				What is this?		Option 1 Carrier Name		Option 2 Carrier Name		Option 3 Carrier Name		Notes

		CYBER LIMITS

		Policy Aggregate Limit		The maximum the policy will pay in a given period

		           Deductible		The ammount the named insured pays in the event of a claim to activate policy limits

		Co-Insurance		Percentage of a Covered loss that is paid by carrier (The higher the percentage, the more a covered loss will be paid)								Typically there is no co-insurance but some carriers introducing it, for instance Chubb is adding a sublimit, retention and co-insurance to Ransomware Encounters

		Waiting Period		How long the insured must wait for coverage to trigger 
(The shorter the better)								measured in hours 8 10 12 24 48

		Annual Estimated Policy Premium		The Annual Estimated Cost of the Policy

		Defense Costs Limits		Are legal claim defense costs included within the policy limit, outside, or sublimited

		Cyber Crime Coverage		Pays for any claims resulting from electronic funds trasnfer, impersonation,  phishing, social engineering or electronic identity fruad								Typically sublimited to ZERO, $100,000 or $250,000 on a $1M cyber liability policy - high frequency of claims

		AM Best		Financial Strength Guide rated from A++ to D 

		Admitted or Non Admitted		Admitted is backed by a state guranttee fund, non admitted carriers are not.  

		Coverage Trigger		Policies are written on one of the following to determine what policy period triggers coverage :  (Occurrence, Claims Made, or Claims Made & Reported)

		1ST PARTY

		1st Party Security Breach Expense/Privacy Notification Expense		Typically includes the costs to notify affected parties, investigate cause of breach, may provide indeity theft protection or credit monitoring

		1st Party Business Income & Extra Expense		Pays for loss due to an intteruption to the named insureds computer system resulting from a cyber-related event

		1St Party Contingent Business Interruption/dependent entity		Pays for loss due to an intterruption to the named insured's key supplier or other depdent parties' computer system resulting from a cyber-related event

		1St Party Extortion Threat, Ransom Payment or Rewards Payment		Pays for loss due to an extortion threat. Extortion threat is where a busineess's computer system is being held hostage, typically with a message demanding payment in exchange for system restoration								very high frequency of claims, ton of carrier carveback

		1st Party Public Relations/Reputational Harm/Crisis Management Expense		Pays for cost of a PR firm to protect/restore  named insured's reputation tdue to negative publicity resulting from a cyber event

		1st Party Replacement/Restoration of Electronic Data/Cyber Vandalism		Typically pays for the cost to replace or restore the named insured's elctronic data which has been destoryed or corrupted as a result of a cyber event								bricking sublimits

		3RD PARTY

		3rd Party Privacy Liability		Pays for claims from a third party in the event of a release of non-public infromation in violation of a person's right to privacy, often Personal Financial Information, Protected health Information or Personally Identifiable information

		3rd party Content/Web Publishing/Multi-Media Liability		typically provides broader "digital coverage" for Personal Advertising Injury Liability, which  covers 3rd party claims of Infringement or violation of another's copyright, title, slogan, trademark, trade name, trade dress, service mark, or service name, unathorized use of images or music, disparagment, defamation, libel, slander, and wronful imprisonment or detainemnt

		3rd Pary Security Breach Liability/Information Security/Network Breach Liability		Pays for claims resulting from 3rd party liability resulting from responsibility of a virus, security breach, or transmittal of mallicious code.								difficult to prove

		Coverage Comparison

		Coverage Terriory Defintion		Where in the world does coverage apply?

		Claim Definition		How does definition of claim differ Written demand? 

		Definition of covered services or products vs enterprise wide coverage		What does the policy definitions say regarding covered services

		Is aplication considered part of the policy?		it is best to not have the application as part of the policy

		Trade Secrets Included or excluded (3rd Party Media Liability)		If available, it is best to include trade secrets

		Is non-electronic paper breach included (3rd party Security Breach Liability)		Is physical confidential data also included?

		Contractual Liability included		Is insured assumtion of liability of others limited to the insureds services or products?

		Automatic cover for created or acquired subsidiaries during policy period		Are newly purchased entites covered automaticaly, how long?

		Automatic coverage for additional insured's by contract		Is additional insured status automatic? Or need to be endorsed for each vendor/entity?

		Auditable from projected sales at inception		Is the premium of the policy auditbale, if so when? Is policy just Flat/non-audtible?

		Coverage Trigger: 		What riggers coverage? Any mistake, error, or omission, a demand for dmages, or action by a regulator?

		Definition of a Claim: 		What does the policy say a claim is?  Is Tort action required or any request for remedy? A Awritten edmean for money or services? A threat of suit, demand for correction?

		Coverage for Punitive Damages		Coverage for Fines or penalties meant to punished the insured

		Liquidated Damages		Damages Owed & agreed upon contractually between an insured and a third party - is the policy excluding coverage, silent, or limiting coverage?

		Does Bodily Injury include Emotional Distress

		Trade Secret Infringement included?

		Failure of Performance 		Does policy cover for contracually assumed liability for faliure to perform a contract

		Duty to Defend Language

		Say in Choice of  Legal Counsel		Does inusred have the ability to use whomever they want for  breach services, or must the carrier's panel be used.

		Consequential or indirect damages

		Warranties & Representations		Does policy have any Representations (an assertion as to a fact, true on the date the rep is made, or wrranties (promises of indemnity) often policies may have none except to use industry standard care or skill

		Sub contractors covered?		Are indepdennt cotnractors or subcontractors included as insureds within policy wording?

		Exclusion For military operations or applications		Does the policy exclude certain activites like military operations

		Excluding coverage for any additional insureds?		is coverage excluded for any additional insureds?

		Failure to install available updates or security patches		Does policy have an exclusion if the insured has a cyber event from not updating their systems?

		Covereage for Wrongful Collection of data - TCPA violations (3rd Party Privacy)

		Coverage for Rougue Employees (3rd Party Security breach)		Is there coverage for a disgruntlee employee purposely causing a data breach/trasnmiting malicious code

		Coverage for Non-Malicious acts, unintentional, unplanned outage (1st Party Business Income)

		Coverage for Power faliure, Blackout or Brownout (1st Party Business Income)		Does policy cover expenses related to downtime caused by a blackout
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Neglected Software Endorsement



How do Cyber Underwriters Rate my Cyber 
Insurance Policy?

1. Industry 
2. Revenue
3. Type & Amount of Data
4. Loss History
5. IT Controls



2023 Cyber Security Control Requirements for Cyber Insurance Underwrit ing



MDR

At-Bay acknowledged the impact of 
MDR by saying an "MDR solution 
could help prevent or mitigate the 
losses of more than 50% of cyber 
insurance claims" 

Managed detection and response is an outsourced cyber protective 
service that combines advanced technology and human knowledge to 
actively seek, detect, monitor and respond to cyber threats.



More Scrutiny on Recommended IT Security Policies

External-Facing
Website Privacy Policy
Website Terms of Use

Internal-Facing
Data Security Policy
Data Breach Response Policy
Data Classification Policy
Document Retention/Destruction Policy
Acceptable Use Policy
BYOD Policy
Remote Access Policy
Credit Card Handling Policy
Vendor Selection/Management Policy
Wire Transfer Policy

IT-Facing Policies
Physical Security Policy
Asset Management Policy
Change Management Policy
Password Policy
Backup Policy
Website ADA Accessibility Policy



Cyber Insurance by Industry
What industries brought the 
most new-to-market buyers 

of standalone cyber 
insurance?

What is the top driver(s) of 
new/increased cyber 

insurance sales?

What are the biggest 
obstacles to writing/selling 

cyber insurance?

Sources: Advisen Market Analysis



TIPS, TRICKS, BEST 
PRACTICES, Q&A



Cyber Insurance Application Process

1. How are you mitigating risks? 
2. Be as thorough and descriptive as 

possible
3. Use an addendum if necessary to 

further explain any “no” answers
4. Explain and describe any updates 

that have been performed or are 
expected to be performed

Travelers Wants Out of Contract With Insured That Allegedly Misrepresented MFA Use (insurancejournal.com)

https://www.insurancejournal.com/news/national/2022/07/12/675516.htm


Tips for Cyber Insurance Buyers

1. Work with insurance professionals that understand cybersecurity
2. Work with IT professionals that understand cyber insurance
3. Start early
4. Take advantage of pre-incident loss control services offered by 

current carriers
5. Put the 365/24/7-incident response hotline # from your policy in 

your cellphone
6. Invest in IT controls, like security/awareness training, pen tests, 

MDR, MFA etc. (See slide 30)
7. Invest in IT processes and procedures (see slide 32)



Incident Response Best Practices

1. Do not be afraid to call insurance carrier
1.  (notice of circumstance versus a claim)

2. Get Panel Providers Pre-Approved
3. Do not destroy logs (crime scene)
4. Do Act Fast
5. Do Reference Incident Response Plan
6. Do Communicate frequently with DBRP Team



How to Evaluate Your Cyber Insurance Agent

https://www.brianmmahon.com/post/is-my-insurance-broker-agent-good-how-to-evaluate-your-insurance-agent-broker-in-the-internet-age

Basics
1. Licensed
2. Credentialed 
3. Reviews & Complaints
4. AM Best

Advanced
1. Service timeline
2. Technology
3. Industry Specific Knowledge

Questions to Ask
1. How many cyber insurance policies do you write?
2. Have you been Involved in any cyber claims?
3. What proactive services will you offer to keep me out of trouble?

https://www.brianmmahon.com/post/is-my-insurance-broker-agent-good-how-to-evaluate-your-insurance-agent-broker-in-the-internet-age


Cyber Insurance Carrier Tiers

The Top Cyber Insurance Companies in the USA | 5-Star Cyber 2023 | Insurance Business America (insurancebusinessmag.com)

https://www.insurancebusinessmag.com/us/

https://www.insurancebusinessmag.com/us/best-insurance/the-top-cyber-insurance-companies-in-the-usa--5star-cyber-2023-445629.aspx#winnersListSection


Cyber Insurance Carrier Tiers



Q&A – Thank You!

• Brian Mahon
• Certified Insurance Counselor
• Cyber COPE Insurance Certification
• 302.275.4591 bmahon@ehdinsurance.com

Cyber Insurance Deep Dive: Best Practices 

mailto:bmahon@ehdinsurance.com
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